UBND TINH LONG AN CONG HOA XA HQI CHU NGHIA VIET NAM

TIEU BAN AN TOAN, Déc 1ap - Tw do - Hanh phic
AN NINH MANG
S6: 10934 /TBATANM Long An, ngay 24 thang 10 nam 2024

V/v tang cuong cong tac bao dam an toan,
an ninh thong tin, bao mat tai khoan
nguoi dung trén cac h¢ thong thong tin
Kinh gui:
- Céc sd, ban, nganh tinh;
- UBND cac huyén, thi x4, thanh phd.

Qua cong tac ra soat, giam sat tinh hinh bado ddm an toan thong tin trén dia
ban tinh, Cong an tinh va Sé Thong tin va Truyén thong da phat hién rat nhiéu tai
khoan, mat khau cua can bd, cong chtrc, vién chirc dang st dung cac hé théng
thong tin dung chung ctia tinh dugc “rao ban” cong khai trén cac dién dan, website
ctia nhom tin tic trén moi trudng mang, o nguy co gy mat an toan thong tin cho
cac hé thdng quan trong cua tinh, anh huéng nghiém trong dén qua trinh két ndi
va khai thac co s& dit liéu quéc gia vé dan cu phuc vu Hé théng thong tin giai
quyét thi tuc hanh chinh trén dia ban tinh. Nguyén nhan: nhiéu kha ning do trong
qua trinh st dung may tinh, can bg, cong chirc, vién chirc chua thuc hién nghiém
cac nguyén tic vé dam bao an toan, an ninh thong tin dan dén may tinh bi lay
nhiém ma doc danh cip tai khoan, dir liéu.

Thuc hién Cong vin s 34/VP-BCD ngay 08/8/2024 cua Vin phong Ban
Chi dao an toan, an ninh mang quc gia vé ting cudng cong tac bao dam an ninh
mang, phong, chong tin cong mang; Cong vin sb 5722/TCTTKDA ngay
10/8/2023 ctia T cong tac trién khai Dé an phat trién ing dung dit liéu vé dan cu,
dinh danh va xac thuc dién tir cia Chinh phu (sau day viét tit 1a To cong tac trién
khai D& an 06/CP). Bé khic phuc tinh trang néu trén, dam bao an toan thong tin
theo yéu cau cua Bo Cong an, Tiéu ban An toan, an ninh mang tinh dé nghi cac
s0, ban, nganh tinh, UBND céc huyén, thi xa, thanh phé) tap trung thuc hi¢n cac
ndi dung sau:

1. Tiép tuc pho bién, trién khai, quan triét Cong van s6 5722/TCTTKDA
ngay 10/8/2023 ciia To cong tac Dé an 06/CP dén toan thé can bd, cong chirc,
vién chirc dé thuc hién nghiém cac quy dinh c6 lién quan trong qua trinh két néi,
chia sé va khai thac théng tin co s& dit liéu qudc gia vé dan cu (CSDLQG vé dan
cu) phuc vu viéc tra cuu, kiém tra, x4c thuc thong tin cong dan dé tiép nhan, xu
1y ho so giai quyét thu tuc hanh chinh cho nguoi dan, doanh nghiép trén Hé thong
thong tin giai quyét thu tuc hanh chinh cua tinh, cling nhu cac hé thong chuyén
nganh cua cac don vi d3 dugc két nbi voi CSDLQG vé dan cu.
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2. Chi dao cong chirc phai bdo mdt, khong tiét 1é thong tin div liéu cd nhdn
ciia céng dan khi tiép nhan, xtr Iy ho so giai quyét thi tuc hanh chinh cho nguoi
dan, doanh nghiép trén Hé théng thong tin giai quyét thu tuc hanh chinh cua tinh.
Truong hop cac co quan, don vi, dia phuong c6 thay d6i cong chirc tiép nhan, xir
Iy ho so trén Hé thong thong tin giai quyét thi tuc hanh chinh cia tinh, phai co
van ban gtri vé S& Thong tin va Truyén thong (thong qua Trung tim Cong nghé
thong tin va Truyén thong) dé kip thoi xoa, cap nhat phan quyén tai khoan cho
nguoi dung.

3. Chi dao cac can bg, cong chuc, vién chirc thyc hién thay doi mdt khiu
cac tai khoan dugc cap dang sir dung cac hé théng thong tin ding chung cia tinh
(Hé théng gidi quyét thii tuc hanh chinh (phdn hé Mot cira dién tir), Hé thong
Qudan Iy véiin ban va diéu hanh, Hé théng Quan Iy cdn bg céng chirc...) theo ding
quy dinh, yéu cdu vé dam bdo an toan thong tin, cu thé:

- Ké tur ngay 26/10/2024, tai khoan can bd, cong chirc, vién chirc cac hé
théng néu trén néu khong thay doi mat khau dam bao yéu cau vé an toan thong
tin theo hudng dan bén dudi s& khong thé truy cip dugc vao cac hé thong.

- D6 dai mat khau tdi thiéu tiv 8 ky tw tré Ién, bao gdm su két hop day du
giita: chir hoa, chir thudng, ky tw s6 (1,2,3,..) va ky tu dic biét (@, # 3, !, %, *,
2, &,...); st dung mat khau khac nhau cho ting tai khoan dé dé phong viéc tin tic
st dung mot mat khau dé truy cap vao tat ca cac tai khoan.

- Thyc hién thay d6i mat khau mic dinh ngay khi tiép nhan tai khoan méi;
thudng xuyén thay d6i mat khau, it nhat 06 thang mot lan. Tuyét d6i khong tiét 16
mat khau cta ca nhan cho ngudi khéac, ciing nhu giao tai khoan mat khau cho
nguoi khac sir dung thay minh.

- Can b, cong churc, vién chic hoan toan chiu trach nhiém trong truong
hop dé 16, lot tai khoan duoc cip dan dén viéce bi loi dung st dung tai khoan sai
muc dinh, tin cong gay anh hudng dén hoat dong ciia hé thng.

4. Khan truong trién khai cai dit phan mém phong, chong ma doc quan tri
tap trung, trong d6 wu tién cai dit cho cic may co st dung phan mém khai thac
thong tin co sé dir li€u quéc gia vé dan cu; thuc hién ra quét, phat hién, loai bo
cac phan mém, tmg dung ma doc ton tai trén may tinh; thudng xuyén cip nhat cac
ban nang cap phan mém may vi tinh, thiét bi thong minh.

Thong tin dau mdi lién hé phdi hop, huéng dan: S¢ Thong tin va Truyén
thong (Trung tam Cong nghé thong tin va Truyén thong, s6 dién thoai: 0272 3524
999 hoiic 0946906528 gip 6ng Nguyén Vin Kiét, 0966452401 gip ong Phan
Quéc Duy); Cong an tinh (Phong An ninh mang va phong, chong toi pham sir
dung cong nghé cao, s6 dién thoai 0272 3989 848 hoic 0703776688 gap DPai uy
Tran Chau Long).
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Theo ndi dung trén, dé nghi Thu truéng cac so, ban, nganh tinh, Chu tich
UBND céc huyén, thi x3, thanh phd va Thu trudng co quan, don vi lién quan
nghiém tic quén triét trién khai thuc hién./.

Noi nhgn: TRUONG TIEU BAN
- TT.TU; TT.HDND tinh (b/c);

- CT, cac PCT UBND tinh;
- Cong an tinh;

- Van phong Tinh ty; ‘
- Van phong Poan PBQH va HDND tinh;
- CVP, cac Phé CVP UBND tinh;

- Céc phong, ban, trung tam thudc VP;

- Luu: VT, CAT.

CHU TICH UBND TINH
Nguyen Van Ut
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