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Sb: 4251 /SGDPT-HCQT Long An, ngay 28 thang 10 nam 2024

V/v tang cuong cong tac bao dam
an toan, an ninh thong tin, bao mat
tai khoan nguoi dung trén
cac hé thong thong tin

Kinh gui:
- Thu truéng cac don vi truc thude So;
- Céac Trudéng phong So;
- Chanh Thanh tra So.

Thuc hién Cong vian s 10934 /TBATANM ngay 24/10/2024 cua Tiéu
ban an toan thong tin mang cta tinh vé viéc ting cudng cong tac bao dam an
toan, an ninh thong tin, bao mat tai khoan nguoi dung trén cac hé thong thong
tin.

Qua cong tac ra soat, giam sat tinh hinh bao ddm an toan thong tin trén dia
ban tinh, Cong an tinh, S& Thong tin va Truyén thong da phat hién rat nhiéu tai
khoan, mat khau cta can bd, cong chtrc, vién chuc dang sir dung cac hé théng
thong tin dung chung cua tinh dugc “rao ban” cong khai trén cac dién dan,
website ciia nhom tin tic trén moi truong mang, cd nguy co gdy mat an toan
thong tin cho cac hé thong quan trong ctia tinh, anh huong nghiém trong dén qua
trinh két ndi va khai thac co s dir liéu quéc gia vé dan cu phuc vu Hé thong
thong tin giai quyét tha tuc hanh chinh trén dia ban tinh. Nguyén nhan: nhiéu
kha nang do trong qua trinh sir dung may tinh, can bg, cong chirc, vién chirc
chua thyc hién nghiém cac nguyén tic vé dam bao an toan, an ninh thong tin dan
dén may tinh bi Iy nhiém ma doc dénh cip tai khoan, dir liéu.

Pé khic phuc tinh trang néu trén, ddm bdo an toan thong tin theo yéu cau
ctia Tiéu ban An toan, an ninh mang tinh, S& GD&PT dé nghi Thu truéng céc
don vi cac tap trung thuc hi¢n cac ndi dung sau:

1. Poi v6i cac phong thuoc S& GD&PT

Tiép tuc phd bién, trién khai, quan triét Cong van sd 5722/TCTTKPA
ngay 10/8/2023 ctia T6 cong tac D& an 06/CP dén toan thé cong chirc, nguoi lao
dong dé thuc hién nghiém céc quy dinh c0 lién quan trong qua trinh két o1, chia
sé va khai thac thong tin co so dit liéu qudc gia vé dan cu (CSDLQG vé dan cu)
phuc vu viéc tra ctru, kiém tra, xac thuc thong tin cong dan dé tiép nhan, xtr 1y
ho so giai quyét thu tuc hanh chinh cho ngudi dan, doanh nghiép trén Hé thong
thong tin giai quyét thu tuc hanh chinh cua tinh, ciing nhu cac hé théng chuyén
nganh cia cac don vi di duoc két néi voi CSDLQG vé dan cu.

Chi dao cong chirc phai bdo mdt, khong tiét 1¢ théng tin di ligu cd nhén
ciia céong dan khi tiép nhan, xt Iy ho so giai quyét thu tuc hanh chinh cho ngudi
dan, doanh nghiép trén H¢ thong thong tin giai quyét thi tuc hanh chinh cua
tinh. Trudng hop ¢ thay ddi cong chirc tiép nhan, xt Iy hd so trén Hé thong
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thong tin giai quyét thil tuc hanh chinh cia tinh, dé nghi bao cao vé Phong Hanh
chinh — Quan tri dé c6 van ban gui vé S& Thong tin va Truyén thong (thong qua
Trung tim Céng nghé thong tin va Truyén thong) kip thoi xo6a, cip nhat phan
quyén tai khoan cho nguoi dung.

- Khan truong trién khai cai dit phan mém phong, chéng ma doc quan tri
tap trung, trong d6 uu tién cai dit cho cic may co st dung phan mém khai thac
thong tin co s¢ dir liéu quéc gia vé dan cu; thue hién ra quét, phat hién, loai bo
cac phan mém, img dung ma doc t6n tai trén may tinh; thuong xuyén cap nhat
cac ban nang cap phan mém may vi tinh, thiét bi thong minh (khong duoc tu y
g0 bo, khi co thay d6i may tinh hodc gip vuong mac trong qua trinh str dung dé
nghi bao vé phong Hanh chinh — Quan tri ¢ duoc hd trg).

2. Pdi véi cac tip thé, ca nhan c6 sir dung hé thong dung chung cia
tinh

Theo Coéng vin s6 10934 /TBATANM ngay 24/10/2024 ké tir ngay
26/10/2024, tai khoan céan bo, cong chirc, vién chirc cac hé théng thong tin dung
chung cua tinh (H¢ thong gidi quyét thii tuc hanh chinh (phdn hé Mot cira dién
), Hé thong Qudn 1y van ban va diéu hanh, Hé thong Quan Iy cdan bo cong
chirc...) néu khong thay d61 mat khau dam bao yéu cau vé an toan thong tin theo
huéng dan s& khong thé truy cap dugc vao cac hé thong.

Do d6, dé& nghi Thu truéong cac don vi nghiém tuc chi dao céc can bo,
cong chirc, vién chirc thuc hién thay déi mdt khdu cac tai khoan dugc cip dang
st dung céc theo dang quy dinh, yéu cau vé dam bao an toan thong tin, cu thé:

- D6 dai mat khau téi thiéu tiv 8 ky tw tré lén, bao gdm su két hop day du
gitra: chir hoa, chir thuong, ky tu $6 (1,2,3,..) va ky tu dac biét (@, #, $, !, %, *,
?, &,...); sit dung mat khau khac nhau cho tung tai khoan dé de phong vi€c tin
tac sir dung mot mat khau dé truy cap vao tat ca cac tai khoan.

- Thuc hién thay d6i mat khau mic dinh ngay khi tiép nhéan tai khoan méi;
thudng xuyén thay d6i mat khau, it nhat 06 thang mot lan. Tuyét dbi khong tiét
16 mat khau cua c4 nhan cho nguoi khéc, cling nhu giao tai khodn mat khau cho
nguoi khac st dung thay minh.

- Cén bg, cong chuc, vién chirc hoan toan chiu trach nhiém trong truong
hop dé 16, lot tai khoan duoc cap dan dén viéc bi loi dung st dung tai khoan sai
muc dinh, tin cong gay anh hudng dén hoat dong ctia hé thng.

Nhén duoc vin ban nay dé nghi cac Thu trudng cac don vi nghiém tac trién
khai thuc hién./.

Noi nhdn:

- Nhu trén;

- GDb, cac PGD;

- Luu: VT, HCQT.

Nguayéen Hong Phiic
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