UBND TINH LONG AN CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc 1ap - Tw do - Hanh phiic
Sb: 3750 /SGDPT-HCQT Long An, ngay 27 thang 9 nam 2024
V/v thong tin 1 s6 tha doan sir dung
tri tué nhan tao nham muc dich
pham t6i

Kinh gui: ’
- Truong phong GD&DPT céc huyén, thi xa, thanh pho;
- Thu trudng cac don vi truc thude So.

Can ctr Cong van sb 2870/CAT-PA05 ngay 04/9/2024 ciia Cong an tinh
vé viéc thong tin mot s6 thu doan st dung tri tu¢ nhan tao nham muc dich pham
tol.

S& GD&DT thong tin dén cac don vi vé mot sb thu doan st dung tri tué¢
nhan tao nhim muyc dich pham t6i theo Céng vian 2870/CAT-PAO5 ngay
04/9/2024 nhu sau:

Trong thdi gian qua, tinh hinh toi pham sir dung Al dién ra hét stc phuc
tap voi nhiéu tht doan tinh vi. So v&i loai hinh pham t01 truyén théng, to1 pham
sit dung AI hoat dong chii yéu trén khong gian mang, thudng xuyén thay d6i
phuong thirc, thu doan, gay kho khan cho co quan chirc nang trong viéc phat
hién va xur 1y. Mot sb thu doan st dung tri tu¢ nhan tao nham muc dich pham to1
phd bién hién nay bao gdm:

1. Sir dung cong nghé AI dé tao ra cdac hinh dnh, video khéng cé thit:

Deepfake 1a cong nghé dugc cac ddi tuong chu yéu su dung nham muc
dich tao ra cac hinh anh, video khong c6 that trong thoi gian qua. Mot s6 hanh vi
pham t6i str dung cong nghé Deepfake, cu thé:

- Truyén b thong tin sai 1éch, tin gia nham anh huong dén du luan, gay
bat 6n x4 hoi: Tdi pham sir dung Deepfake tao ra nhirng tai licu khong c6 that
vo1 muc dich tac dong dén du luan x3 hoi.

- Lam ton hai dén danh tiéng, uy tin hodc cudng doat tai san bang cach
mao danh, boi nho hinh anh ctia ca nhén, to chirc: Nan nhan thuong 1a nguoi noi
tiéng, c6 strc anh hudng trén cic nén ting mang xa hoi nhu facebook, tiktok,
instagram, ding tai nhiéu hinh anh c4 nhan, riéng tu trén khong gian mang. Céc
dbi tugng str dung hinh anh trén mang x3 hoi, thong qua Deepfake dé tao ra cac
hinh anh, video c6 mat cia nan nhan, chira ndi dung "nhay cam", khong c6 that
hoac mao danh nan nhan dé thuc hién cac hanh vi khong chuin muc, gay anh
huong dén danh du cta nan nhan, tir do cuong doat tai san ctia nan nhan.



2

- Lira dao chiém doat tai san: Cac ddi tuong sir dung Deepfake gia dang
c4 nhan, to chirc dé de doa, yéu cAu nan nhan chuyén tién hodc cung cép ma
OTP dé pha vo 16p bado mat, sau do chiém doat tién tir tai khoan cua nan nhan.
Mot s thu doan bao gém: Gia danh co quan chirc nang dé de doa nan nhan: Cac
doi tuong gid mao la can by co quan nha nudc (Céng an, Vién kiém sat, Toa
an...) goi dién tryuc tuyén v&i1 nan nhan, thong bao ghi nhan hinh 4nh nan nhan vi
pham phap luat; loi dung tam 1y s hii, khong mudn bi mang tiéng x4u ciia nan
nhan dé lira ddo, yéu cau nan nhan chuyén tién dé giai quyét vu viéc. Gia mao
nguoi than clia nan nhan dé lira dao, toi pham st dung Deepfake dé tao ra nhirng
video, hinh dnh gia 1a nguo1 than cua nan nhan dé tao niém tin ctia nhan nhan, tur
d6 yéu cau nan nhan “gitip d6”, chuyén tién vao s tai khoan “la” va chiém doat
tai san.

- Vuot qua xac minh danh tinh: d6i twong str dung Deepfake gia mao danh
tinh khuén mat nan nhan dé vuot qua xac minh sinh tric hoc mé khoa bang
khuén mat trén céac thiét bi di dong, tir d6 chiém quyén sir dung thiét bi di dong
cua nan nhan.

- T4n coéng mang: D3 xay ra mot s6 vu tin cong mang sir dung Deepfake,
trong d6 email 1a phuong thirc duoc str dung thudng xuyén, nhim tao ra noi
dung gia mao va gui ndi dung d6 dén “trinh phan biét dbi xir” ctia hé thong, sau
d6 so sanh ndi dung gia mao voi ndi dung that dé xac minh su khac biét giita hai
ndi dung nay va loai bo nhitng khac biét, danh lira “trinh phan biét d6i xu” mot
lan nita thong qua ndi dung gia mao di dugc cai tién. Chu ky nay tiép tuc cho
dén khi mot tép gia mao gan nhu hoan hao duoc tao ra.

2. Sir dung Al trong phwong tién khong nguwoi ldi nham muc dich pham
toi:

- Budn 1au ma tay, vii khi, hang cAm: T6i pham st dung phuong tién
khong nguoi 14i dé van chuyén hang budn 1au dén dia diém da duogc dinh vi sin.

- Budn nguoi, dua nguoi vugt bién trai phép: tuong tu véi hoat dong budn
lau ma ty, vii khi, hang cAm, toi pham str dung phuong tién khong nguoi lai
lam cong cu van chuyén ngudi dé tranh sy diéu tra ciia co quan chirc ning trong
truong hop bi bat giir.

- Tan coéng khung bd: Toi pham st dung phuong tién khong nguoi lai
duoc lap trinh dé tan cong cac khu vuc dong duc hodc muc tiéu da dugc chi
dinh sén, tham chi c6 thé kich hoat cac thiét bi gy n6 nhim gy thiét hai 16n vé
nguol va tai san.
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- Hoat dong gian di€p: phuong ti¢n khong nguoi lai tich hop Al duoc toi
pham sir dung trong hoat dong ldy cdp thong tin qua cac hinh anh ma né chup
duoc, hodc dugc sir dung dé tan cong hé théng may tinh.

3. Sur dung Al tao ra cac ma doc, phian mém doc hai nham muc dich tan
cong mang:

- Panh lira hé thong bao mat: t6i pham phat trién va sit dung phan mém
tich hop Al dé vuot qua hé thong bao mat cta thiét bi.

- Phan mém danh ca‘ip dir liéu: Sau khi duoc cai dat, cac phé‘m mém danh
cip dit liéu yéu cau ngudi dung cung cip quyén truy cip hé thong va danh cip
thong tin nhu hinh anh, danh ba, tin nhan, tai liéu duoc luu trit trén thiét bi nham
quét dit liéu hinh anh, nhan dang cac cum tir ghi nho tiém nang tir hinh anh duoc
luu trit trén thiét bi va dang tai dit liéu dinh ky dén mot mdy chi xa nham trich
xuat thong tin dang nhap ciia ngudi dung, tir @6 thyuc hién cac hanh vi tin cong
hé théng an ninh mang, lira dao chiém doat tai san.

- Phan mém doan mat khau: cac phan mém sir dung cong nghé mang dbi
nghich tao sinh (GANSs) phan tich tap dir li¢u 16n vé mat khau va tao ra cac bién
thé phu hop v6i phan bd théng ké nham doan mat khau c6 hiéu qua.

- Phan mém pha v& hé thong CAPTCHA: CAPTCHA 14 rao can ddi véi
cac cudc tin cong mang tu dong.

- Tan cong hé théng mang: Toi pham mang da nghién ciru, phat trién cac
cong cu dé thuc hién cac cudc tin cong hé théng mang nhu: Thuc hién vi¢c
“hack” hé théng mang khong day (Wifi) thong qua cac cudc tin cong hity xéc
thuc (de-authentication attacks).

4. Str dung AI dé pham tji trén thi truong tién dién tiv:

- Kéu goi dau tu vao nhimg du an lira dao va lan truyén trén quy mo 16n:
Al tao sinh va Deepfake dugc sir dung dé tao ra nhitng hinh anh, video quang
céo xuat hién ngudi ndi tiéng, ¢ sirc anh huong dé tang uy tin, sau d6 ding tai
trén mang xa hoi nham kéu goi nguoi tham gia dau tu vao cac dy an tién dién tir
Itra ddo. Pong thoi, tao ra ndi dung quang cao khong cé that, sau d6 dang tai 1én
cac dién dan tién dién tir nhim cing ¢ niém tin cua nha dau tu.

- Tao ra cac dong tién dién tir lira dao lién quan dén Al va thao tang thi
truong: cac ddi tuong st dung cong nghé Al tao ra cac dong tién dién tir lra dao
mot cach dé dang trén chudi khdi (blockchain). Pong thoi tao ra giao dich ao
hozc chénh 1éch gia, tir 46 day gia tién dién tir dé thao ting thi trudng.
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- Tao ra céc trang web giao dich lira ddo va chuong trinh ting tién dién tir:
Al cho phéptdi pham thiét ké giao dién trang web giao dich lira dao mot cach
nhanh chong va tu dong “sap” sau khi tdé1 pham da huy dong dugc lugng tién
16n. Bén canh do, t0i pham st dung Al dé tao ra cac chuong trinh tang tién dién
tr mién phi cho nha dau tu hodc khuyén khich nha dau tu mua tién dién tir som
v6i gia hoi va hira hen gia tri tién dién tir s& ting rat nhiéu lan sau khi phat hanh
trén cac san giao dich dién tir dé cting ¢d niém tin cia nha dau tu.

- Phat hién 16 héng giao dich dé truc loi: Loi dung vi¢c hau hét cac giao
dich tién dién ttr phi tap trung (Dcfi) st dung ma ngudn md, c6 thé xem cong
khai hoat dong giao dich va luu trir tai san ctia nha dau tu, toi pham da str dung
Al dé phat hién va khai thac cac 16 hong giao dich dé danh cap tién dién ti.

Thoi gian tdi, tinh hinh t6i pham lién quan dén Al s& dién bién hét stuc
phtrc tap voi nhiéu thi doan tinh vi va da dang trén nhiéu linh vuc nhu an ninh —
quéc phong, kinh té, van hoa — xa hoi, tao ra nhiing thach thirc rat 16n d6i v6i hé
théng phap luat, nhat 13 hanh lang phap 1y lién quan dén cong tic bao dam an
ninh mang va phong, chéng toi pham sir dung cong nghé cao, van dé nay dang
ddi mat v6i nhiéu kho khin, phtrc tap, cu thé nhu:

- T61 pham hoat dong trén pham vi toan cau, khong bi gi61 han béi bién
gidi qudc gia, gay kho khin cho viée truy tim, truy vét va xir 1y toi pham;

- To1 pham co6 k¥ thuat tinh vi, bao gém viéc s dung ma doc, ma hoa
thong tin va thay dbi vi tri truy cap, gdy khé khin cho cong tac diéu tra;

- Nguoi dan con tho o vé cac mdi de doa tir an ninh mang, dé tro thanh
nan nhan cua céac thu doan lra dao, tan cong mang hoac ma ddc; chua co k¥
ning vé bao mat thong tin c4 nhan trén khong gian mang, dic biét 1 cac thong
tin duoc luu trir truc tuyén nhu tai khodn ngan hang, thé tin dung, s6 dién thoai,
dia chi lién hé, emalil,...

- Cong nghé phat trién nhanh chong, thudng xuyén thay doi, vuot qua gidi
han kiém so4t ctia co quan chiic ning, gay rat nhiéu kho khan cho cong tac phat
hién, ngdn chan va xtr 1y loai t01 pham mai nay;

- Nhiéu quéc gia trén thé gidi chua c6 hiép dinh tuong tro tu phap trong
viéc xu 1y cac vu viéc li€n quan dén toi pham Al trong khi to1 pham hoat dong
trén pham vi toan cau, gay kho khin cho viéc ap dung va thuc thi phap luat.

O nudc ta, trong thoi gian qua, tinh hinh toi pham va vi pham phap luat
lién quan dén AI dién bién rat phuc tap. Pé phong ngira, dau tranh chéng toi
pham str dung tri tu¢ nhan tao, S6 GD&DT dé nghi Thu truong cac don vi thong
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tin tuyén truyén cac thu doan trén cho toan thé cong chuc, vién chire, nguoi lao
dong cuia nganh biét va néu cao tinh than canh giac, khong dé cac ddi tuong sir
dung tri tu€¢ nhan tao Itra dao chiém doat tai san, tranh nhirng hau qua dang tiéc
xay ra. Khi phat hién truong hop c6 déu hiéu nghi van, can béo ngay cho co
quan Cong an noi gan nhat dé kip thoi xtr 1y./.

Noi nhdn:

- Nhu trén;

- Gb, PGD S¢;

- Cac phong S¢;

- Thanh tra S&;

- Luu: VT, HCQT.

Nguyén Hong Phic
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